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The Role Health Code System  In Battle Against Coronavirus 
Outbreak

Each app is used by 
hundreds of millions of 
people across China on a 
daily basis. Both companies 
in cooperation with the 
government agencies have 
launched QR-code-based 
tracking features.

In a fight against the epidemic, 
the ability to track mobility and 

regulate it based on risk assessments 
is the challenge health officials 
and authorities face. The Chinese 
government is currently working 
with large technology companies 
to track the spread of the deadly 
virus. The color-based systems that 
track the health of individuals help 
authorities control the virus.

Among all forms of health code 
systems supporting entities, 
Alibaba Group Holding Ltd. and 
Tencent Holdings Ltd., China’s 
largest technology companies, 
contribute a great deal to helping 
the government combat the 
spread of the coronavirus. Alibaba 
Group's Alipay and Tencent's 
messaging application WeChat are 
mobile payment and social media 
applications. Each app is used by 
hundreds of millions of people 
across China on a daily basis. Both 
companies in cooperation with the 
government agencies have launched 
QR-code-based tracking features.

Although different versions of 
the app may adopt slightly different 
color code systems, the principles 
are basically the same. Individuals 
with a green status can be out in 
public and move around freely, 
yellow status requires a seven-day 
quarantine at home and red status 
results in a two-week quarantine. 

Upon completion of quarantine 
periods with daily check-ins on the 
applications, yellow and red statuses 
are converted to a green status 
automatically. The applications help 
officials identify individuals who 
have been exposed to coronavirus 
patients. Once a confirmed 
coronavirus is found, officials can 
backtrack the patient's movements 
and identify all the individuals who 
might have been in contact with 
that detected individual. In that 
case, green QR code will turn to 
red or yellow code as soon as the 
system finds any suspicion of being 
infected.

Alibaba Group first launched 
a feature that assigns people a 
colored QR code representing their 
health status in Hangzhou, which is 
the capital of Zhejiang Province on 
February 11. About 9 days later, 
15 million people registered with 
the system in Zhejiang alone. The 
company gradually has expanded 
the feature to other cities in China. 
The track system through QR code 
has been adopted in more than 200 
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cities across China.

 Tencent Holdings’ WeChat 
launched the health code tracking 
system in Shenzhen, a prosperous 
city in southeastern China, via mini 
program “iShenzhen” on February 
9. In collaboration with a division of 
China’s National Development and 
Reform Council (NDRC), WeChat 
expanded its network to other 
cities. As of March 26, according 
to a statement by Tencent’s Vice 
President Cheng Wu, more than 
900 million now use the tracking 
system on WeChat across China.

 A mini-app embedded in Alipay 
or WeChat assigns individuals the 
color green, yellow or red based on 
answers to a few basic questions. 
Users provide their names, national 
identification numbers, phone 
number and detailed answers to 
questions about travel history and 
health status on a sign-up page. 
Even though users self-report on 
these questionnaires, public data 
is used to verify self-reported 
information. However, there is 
limited transparency about the way 
the verification is conducted.

The users obtain health code 
according to an algorithm 
based on three factors: Travel 
history, duration of time spent 
in an outbreak-stricken area and 
relationships to potential carriers of 
the coronavirus. Based on a report 
released by its developer Alibaba 
Group, the local government uses 
undisclosed big data entities to 
identify potential virus carriers and 
issues ratings to each user. The 
resulting QR-codes determine 
who should remain quarantined at 
home and who should be allowed 
to move freely and use public space 
and public transportation.

In addition to WeChat and Alipay, Chi-
na’s telecommunication carriers offer 

users travel history service.

Even though users 
self-report on these 
questionnaires, public data is 
used to verify self-reported 
information. However, there 
is limited transparency about 
the way the verification is 
conducted.
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 Many local governments have 
partnered with WeChat and 
Alipay to launch their versions 
of the health code using the mini 
programs on Alipay and WeChat. 
To sign up for this system, a person 
can register directly on the Alipay 
or WeChat mini program using the 
local government’s service portal. 
In a statement by Alibaba Group, 

company officials declared that 
the company only provides a 
platform for local governments 
to launch their tracking system. 
The ratings are only issued by the 
government.

However, there is no unified 
national health tracking system 
across all provinces of China 
and thus creates a fragmented 

landscape.

There are provinces and cities 
that develop their own version 
of the tracking system such as 
the “Suishenban” of Shanghai, 
“Jinxinban” of Tianjin and “Health 
Pass” of Guangzhou. Other than 
Alipay and WeChat, some of these 
platforms are supported by three 
telecom operators including China 
Mobile, China Telecom and China 
Unicom.

 Visitors must scan a QR code to 
enter office buildings, residential 
compounds, apartment complexes 
or supermarkets. In many cities, 
restaurants, cafes and shopping 
malls also request people to confirm 
the green QR code before granting 
them entry. The guards at the gates 

 However, there is no 
unified national health 
tracking system across all 
provinces of China and 
thus creates a fragmented 
landscape.

the company only 
provides a platform for 
local governments to launch 
their tracking system. The 
ratings are only issued by the 
government.

Many local governments introduce QR codes on subways to contain the coronavirus
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may ask for body temperature and 
only allow green-rated people to 
pass. Government has yet to make 
the health codes compulsory but 
in many regions of the country, 
individuals without the QR codes 
now won’t be allowed to enter 
most public places.

 Zheng Ning from Communication 
University of China argues that 
the health code has three main 
advantages. Firstly, the electronic 
version of the health code replaces 
the paper pass. It is time efficient 
as the health code can be filled 
online once and used multiple 
times. Secondly, with the help 
of big data technology, relevant 
government departments can 
monitor and manage personnel in 
real time, solve the problems of 
different forms of filling in various 
forms, inconsistent data, and 
cross unavailability, and improve 
the efficiency of joint prevention 
and joint control. Thirdly, various 
types of units can also timely grasp 
the health information of their 
employees and adopt targeted and 
precise joint prevention and control 
measures.

Chinese technology company 
Tencent Holdings have 

launched another mini-app aimed 
at students who are on the path 
of returning to schools. The 
application, Fuxuema (       which 
is also translated as “school 
resumption code”, requires 

students to record their daily health 
status and obtain a color-based 
QR-code on their mobile phones. 
Tencent announced its launch in 
a statement on its social media 
account.

 Parents do not need to download 
third-party applications and can 
report health information with one 
click through WeChat. Similar to the 
health tracking system for ordinary 
citizens, the school resumption 
code has also three colors: green, 
yellow and red. The green re-entry 
code means the student is allowed 
to go back to school. Red or yellow 
codes mean that the student is 
required to be isolated according to 
specified regulations.

 It is hoped that the health status 
tracking system designated for 
students will allow relevant schools 
and education departments to be 
notified about the health status of 
their students. The class teacher can 
always check the student’s overall 
check-in progress. The Education 
Bureau can also check the city’s 
statistical progress in a timely 
manner. At the same time, the 
education bureau can immediately 
get information about abnormal 
personnel and provide timely help.

In order to implement the 
provincial epidemic prevention 
and control and resumption of 
school work requirements, the 
Nanxun District Education Bureau 
has made full use of educational 
information technology, and built a 

School Resumption Code
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“return code” system. On the big 
data screen, the Education Bureau 
can view the details of each school’s 
epidemic prevention data at any 
time, including data on specific 
classes, students, health code, and 
the specific reasons for the red and 
yellow codes.

The health tracking system provides 
an effective basis for schools to 
implement accurate prevention and 
control.

According to a report by He 
Yong on Sichuan Zai Xian, Tencent 
will cooperate with the epidemic 
prevention and control command 
offices of various provinces 
and cities, and build a campus 
electronic health system through 
the construction of the “Tencent 
re-education code”. They hope to 
provide digital management and 
service methods for the epidemic 
prevention and control of various 
schools in universities, elementary, 
middle and high schools.

The health code system 
undoubtedly plays a 

significant role in helping Chinese 
with transition back to normal life, 
but there are still a lot of problems 
and potential risks. Some loopholes 
in the way the system operates still 
remain.

To begin with, the health code 
system may fail to show authentic 
data in the first place. The system 
is based on real personal data, and 
every user is supposed to report 
their own physical condition 
and travel records, without an 
interaction with any doctor. In some 
regions, colored codes are solely 
based on only users’ self-reported 
reports and there is no further 
verification on these reports. If 
questionnaires rely on only self-
reported information and records 
are not verified with the big data, 
then questions about data quality 
arise.

It is possible that users report their 
state of health mistakenly: on one 
hand, taking the code health system 
adopted by the national government 
as example, users need to report 
whether they are in touch with 
any confirmed or suspected cases 
with coronavirus, any symptoms 
and body temperature. They are 
not enough to make a judgement 
with the COVID-19, especially 
considering asymptomatic infected 
cases. Not to mention that many 

 On the big data screen, the 
Education Bureau can view 
the details of each school’s 
epidemic prevention data 
at any time, including data 
on specific classes, students, 
health code, and the specific 
reasons for the red and 
yellow codes.

The Loopholes of Information 
Technology
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users will show lack of consistency 
of self-reporting on a daily basis. 

On the other hand, self-reporting 
poses another threat: some users 
tend to hide true information 
intentionally so that they can 
continue to work.

On April 12, Guangzhou notified 
an additional patient confirmed 
with coronavirus. This is the fourth 
patient with a “Green” Hubei health 
code and a positive nucleic acid 
test. Earlier, imported cases from 
Hubei province and asymptomatic 
infected cases, who held a green 
health code, also appeared in Gansu 
and Huizhou.

Another concern is the coverage 
rate. The health code system 
collects tremendous data of 

citizens. It could bring harm to the 
information security of the public 
if they are improperly stored or 
maliciously disclosed. In view of 
these potential risks, plenty of 
people are unwilling to use the 
tracking system.

In addition, the health code system 
requires smartphone and data plans 
while many of the seniors and 
children do not have the devices or 
are unable to access any websites, 
which is also a problem among 
rural areas and low-income groups. 
According to Pew Research Center, 
the smartphone penetration is 
around 68% in China in 2018. 
Although more and more people 
are using smartphones nowadays, it 
can not be denied that there is still 
a great number of people who are 
struggling to get familiar with up-to-
date functions, including WeChat 
and Alipay. All of those problems 
will constrain coverage growth of 
the health code system. 

In coronavirus fight, China gives users a color code.

self-reporting poses 
another threat: some users 
tend to hide true information 
intentionally so that they can 
continue to work.
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The technology needs improving 
as well. Currently, many health 
codes are provided by different 
information technology suppliers, 
contributing to inevitable barriers 
between different health code 
platforms. With the adoption of 
different health tracking systems 
across China, data integration 
among provinces has become 
another problem. Some regions 
have been reluctant to recognize 
health codes from other provinces.

For instance, for the time being, 
Beijing Health Care has not yet 
realized the mutual recognition 
function with other regions. At 
present, the relevant departments 
are actively promoting the mutual 
recognition of Beijing-Tianjin-
Hebei health code. On February 
28, Henan and Zhejiang signed 
relevant agreements, confirming 
that Zhejiang Health Code will 
be accepted in Henan Province. 
More data sharing among various 
provinces is also starting to emerge.

At the press conference of the 
Joint Defense and Joint Control 
Mechanism of the State Council on 
March 4,the Ministry of Industry and 
Information Technology encouraged 

provinces to strengthen their own 
prevention and control, promote 
mutual trust and mutual benefit 
between provinces, and provide 
convenience to the people who 
resumed production and resumed 
production.

What is worthy-noting is that 
some of those platforms show 
different health risk levels and 
mismatched personal information, 
which not only brings users much 
inconvenience but also possibly 
fails to recognize patients with 
coronavirus. In the course of 
work resumption, a lot of users 
are complaining about “wrong 
red code” “no indication of access 
to community” “no transparent 
decision algorithm system” and 
similar technical difficulties. 
Additionally, those whose lives 
have been adversely affected by 
the health tracking system find 
the tracking system inefficient and 
ineffective.

Furthermore, despite all the 
unprecedented measures taken to 
control COVID-19 under control, 

the Ministry of Industry 
and Information Technology 
encouraged provinces 
to strengthen their own 
prevention and control, 
promote mutual trust and 
mutual benefit between 
provinces, and provide 
convenience to the people 
who resumed production 
and resumed production.

With the adoption of 
different health tracking 
systems across China, data 
integration among provinces 
has become another 
problem. Some regions have 
been reluctant to recognize 
health codes from other 
provinces.
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the research and development 
of the system are still immature, 
lacking sufficient verification and 
testing procedures.

With epidemic prevention 
situations and measures changing 
rapidly, the health code system 
must be adjusted in a timely manner 
based on the opinions of medical 
experts.

The wide range health tracking 
system has heightened concerns 
over privacy and data security. 
Information technology and 
surveillance capability transform the 
ability to government authorities 
to monitor citizens. Health 
code system collects personal 
information including name, 
national identification number, 
contact information, location, 
itinerary, health, etc. The system 
records the movement of people 
by accessing their geolocation data 
on their smartphone. Once leaked 
or abused, the consequences 
can be unimaginable. It can easily 
cause personal and property safety 
risks, that’s why leading to fierce 
debate between proponents and 
opponents.

The banner reads: “Green code” Travel freely. “Red or Yellow” Report 
immediately

Furthermore, despite all 
the unprecedented measures 
taken to control COVID-19 
under control, the research 
and development of the 
system are still immature, 
lacking sufficient verification 
and testing procedures.

Concerns about Privacy and 
Data Security
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Critics express Chinese 
authorities might use the health 
tracking system as a method to 
expand its already vast surveillance 
system.

It is known that Western media 
and international institutions have 
criticised China’s use of mass 
surveillance in the past. Extended 
measures to curb the spread of the 
coronavirus once again prompted 
concerns about privacy.

Looking at the reports published 
in various Chinese newspapers, 
it is shown that data security and 
privacy have been at the forefront. 
Many scholars and officials in China 
draw attention toward how data 
leakage and data breaches can 
cause severe problems with broad 
consequences. Zhu Wei, deputy 
director of the Communication 
Law Research Center of China 
University of Political Science 
and Law, told the state-run Legal 
Daily that health information and 
medical conditions are the core 
privacy. For public interest, with the 

consent of the parties, it should be 
used in accordance with the three 
principles of legality, legitimacy and 
necessity. In Zhu Wei’s view, the 
core behind the health code is the 
issue of information security. The 
key lies in who collects the personal 
information, whether the user 
agrees to the collected information, 
and how to use the information.

Zhu Wei shed lights on how the 
privacy of personal data should 
be protected. First of all, personal 
information should not be collected 
by anyone. Only authorized 
government agencies should be in 
charge of collecting information. 
Secondly, individual users should 
have control over personal 
information. After the epidemic 
is over, the user should be able to 
delete the personal data on the 
system. Thirdly, the information 
must not be used for commercial 
purposes in any way. If the health 
code is not necessary after the 
epidemic, it should be destroyed 
in a timely manner. Similarly, 
Zheng Xueqian, director of Beijing 
Huawei Law Firm, believes that the 
government should issue regulatory 
documents to ensure that there 
is a legal basis for information 
collection. At the same time, it 
must specify the protection and use 
of privacy for the citizens.

The Ministry of Industry 
and Information Technology 
has announced that the local 
governments will strictly implement 
data security and personal 
information protection measures to 
prevent data breaches and abuses. 

Once leaked or abused, 
the consequences can be 
unimaginable. It can easily 
cause personal and property 
safety risks, that’s why leading 
to fierce debate between 
proponents and opponents.

Critics express Chinese 
authorities might use the 
health tracking system as a 
method to expand its already 
vast surveillance system.
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Similarly, local officials including 
Liu Yuewen, who heads Yunnan 
province’s department of public 
security’s big data expert group, 
informed the public that the privacy 
of the citizens would be protected 
and data would be eradicated as 
soon as the efforts to control the 
epidemic comes to an end.

 Some scholars, on the other 

hand, argue that China fully ensures 
the safety of personal information 
and data in every possible way 
and concerns about privacy and 
data security are not necessary. 
In a report by Global Times, tech 
industrial expert Liu Dingding noted 
that foreign media would always 
use privacy security as an alibi to 
attack Chinese internet services 
whenever there is an innovation by 
Chinese companies and institutions.

China is one of the world’s top users of QR codes. WeChat, an instant messenger 
similar to WhatsApp, is often used as a form of payment. Now, QR codes are 

being used in a combat against COVID-19.

The Ministry of 
Industry and Information 
Technology has 
announced that the local 
governments will strictly 
implement data security 
and personal information 
protection measures to 
prevent data breaches 
and abuses. 

tech industrial expert Liu 
Dingding noted that foreign 
media would always use 
privacy security as an alibi 
to attack Chinese internet 
services whenever there is 
an innovation by Chinese 
companies and institutions.
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Despite its deficiencies and 
criticized aspect, information 
technology is a vital and 
promising tool in improving 
health security.

In fact, it is reported that based 
on the bluetooth signal technology, 
the government of Singapore has 
launched an application called 
"TraceTogether" and the French 
government is also developing an 
application called StopCovid to 
combat novel coronavirus. Google 
Inc. and Apple Inc. have also 
declared to collaborate to develop 
a tracing tool (contact tracing) 
with the application of bluetooth 
technology.

Health track system is another 
form of mass surveillance, 

fueling the debate over security 
and privacy. Proponents of mass 
surveillance believe that it increases 
security and opponents point to its 
invasion of privacy. Many nations 
around the globe have been under 
sharp criticism for their use of 
surveillance technology. In the 
absence of explicit evaluations, 
it is difficult to determine the 
effectiveness of surveillance 
technology. It is important to 
understand how the technology is 
being deployed and how it is being 

used.

Further studies can also focus on 
the effectiveness of information 
technology.

The products of technology may 
not be perfect however, in the 
long term, the high efficiency of 
the health code system must be 
supported by complete regulations 
and rules, improved technology 
as well as the public recognition. 
Further studies can also investigate 
how other nations also turn to 
technology in a battle against the 
virus. Singapore, Japan, Turkey and 
Russia have all introduced or at least 
have considered the adoption of a 
similar app.

In sum, the color-based “health 
code” system established by the 
Chinese local governments in 
coordination with Chinese major 
technology firms intends to monitor 
people’s movements and help curb 
the spread of COVID-19. In the 
upcoming future, we should expect 
several breakthroughs to make 
new achievements in information 
technology. Some scholars are wary 
of the growth of tracking system 
on smartphones and question its 
efficiency. Despite its deficiencies 
and criticized aspect, information 
technology is a vital and promising 
tool in improving health security.

 

Concluding Remarks

In the absence of explicit 
evaluations, it is difficult to 
determine the effectiveness 
of surveillance technology. It 
is important to understand 
how the technology is being 
deployed and how it is being 
used.
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